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Overview

ÅChallenges in Cyber Security

ÅImportant NPS capabilities

ÅSelected research activities
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Cyberspace

ÅInternet is todayôs core ïmany interdependencies
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Information, software, 

virtual communities

Critical infrastructure 

dependent upon 

information technology

Cyberspace physical 

infrastructure



Networks upon Networks

ÅCyberspace: hierarchies of 

virtual and cyber-physical 

networks

ïRange from tiny to large

ÅMany smart, small devices

ïHighly interconnected

ÅHybrid systems pervasive

ïSensor and control

Enormous Complexity

Irvine, 29 October 2009 NPS Cyber Security Summit 4



Cyber Security Grand Challenges

ÅExtensible Trustworthy Systems

ÅCyber Identity

ÅResilient Survivable Systems

ÅInformation Provenance

ÅMeasurement of Security

ÅCountering Insiders

ÅErgonomic Security ïUsability

ÅBalance security and privacy

ÅBetter Methods to Construct & Assess Secure Systems

ÅEconomic Security ïreuse and composition

ÅHuman Capacity
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Cyber Security Grand Challenges

Extensible Trustworthy Systems
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Single flaw can topple

entire system. Building blocks for which we have high 

confidence are needed



Cyber Security Grand Challenges

Cyber Identity: Who and what am I talking to?
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Cyber Security Grand Challenges

Resilient Survivable Systems

ÅSystems must

ïDegrade gracefully

ïMaintain security

under attack

ïRecover securely

from fall-back

mode

ïIn worst case:

fail secure
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Cyber Security Grand Challenges

Information Provenance
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Real Fake



Cyber Security Grand Challenges

Measurement of Security

ÅWe need to be able to quantify security

ïTechnically, to enable system construction

ïSo that decision makers can weigh risks
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Cyber Security Grand Challenges

Countering Insiders
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Cyber Security Grand Challenges

ÅErgonomic Security ïUsability
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Cyber security hygiene must be understandable and easy to use. 



Cyber Security Grand Challenges

Balance security and privacy

These are sometimes conflicting objectives

Can information be authentic yet anonymous?
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Cyber Security Grand Challenges

Better Methods to Construct & Assess Secure Systems

Current tools for constructing

secure systems are often inadequate

and difficult to use.
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Cyber Security Grand Challenges

Economic Security 

Reuse and composition of components
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Do we have to boil the ocean 

yet again each time we build a 

secure system?



Cyber Security Grand Challenges

Human Capacity

Å The need for talent

at all levels is 

critical

Å Education must be

a high priority

Å Our competiveness in a

globalized economy depends

on it.
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Huge Benefits / Huge Risks

ÅCyber security is enabling technology.

ïAllows activities otherwise unthinkable

ÅRisks include

ïPhysical failures

ïTechnological failures

ïMisuse

ÅCrime: extortion, theft

ÅDisruption, usurpation

ÅPropaganda, disinformation

Many risks today ïadversaries have the upper hand

Need to change the balance
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Overview

ÅChallenges in Cyber Security

ÅImportant NPS capabilities

ïCISR

ïEducational Programs

ÅSelected research activities
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In the NPS Computer Science Department, 

we do it.
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Cyber Security

é and wehave been doing it well 

for a long time (1978)



Things weôve been doing well

ÅSecurity Science

ïTheoretical formalisms

ïModels

ïProtocol analysis

ÅConstructive Security

ïHighly trustworthy 

systems

ïMultilevel security

ïHardware security

ÅSecurity Engineering

ïTools and application

ÅSecurity Analytics

ïForensics

ïData mining

ïVulnerability analysis

ÅSecurity Applications

ïIntrusion detection

ïIdentity management

ÅSecurity Education

ïCourses & Curricula

ïCertificates

ïGames & Outreach
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Center for Information Systems Security 

Studies and Research

ÅCISR established in 1996

ÅBegan national security education outreach in 1997

ÅCenter of Academic Excellence

ïNSA and DHS joint award

ïInformation Assurance Education

ïInformation Assurance Research

ÅScholarship Programs

ïIASP in cyber security for military officers

ïInaugural participant NSF Scholarship for Service

Å60 graduates to date ïcivilian members of Federal workforce

ÅMonarch ïto encourage women and underrepresented groups

ÅSynergistic research and education

ïLarge research group with critical mass for hard problems
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Educational Programs

ÅMS and PhD degrees

ÅAll MS students take introduction to computer security

ÅSecurity track in CS Department

ï4 required courses

ï4 electives

ïThesis research

ÅCertificate Programs

ïIdentity Management Certificate

Å4 courses

ÅñHybridò format 

ïParticipants work at their regular jobs while taking classes

ïInformation Systems Security Engineering Certificate

ÅCurrently teaching to students at NSA
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Courses: Elementary to Advanced

Å Introduction to Computer 
Security§

Å Secure Management of 
Systems*

Å Network Security*ἢ

Å Secure Systems Principles*ἢ

Å Security Policies Models and 
Formal Methods*

Å Cyber Ethics and Policies

Å Network Vulnerability Analysis 
and Risk Mitigationἢ

Å Biometrics¼

§ CS Core

*     Security Track Required

ἢ Information Systems Security Engineering 
Certificate

¼ Identity Management Certificate 
(joint with two IS courses)

Å Identity Management 
Infrastructure¼

Å Protocol Analysis

Å Introduction to Information 
System Security 
Engineeringἢ

Å Applied Information System 
Security Engineeringἢ

Å Secure Systems Lifecycle

Å Wireless Security

Å Advanced Vulnerability 
Analysis

Å Forensics

Å Data Fusion

Å Certification and Accreditation

Å Advanced topics
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Security 

Science

Security

Engineering

Constructive 

Security

Security

Analytics

Security

Education

Security

Applications
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Overview

ÅChallenges in Cyber Security

ÅImportant NPS capabilities

ÅSelected research activities

ïTrusted Computing Exemplar

ïTrustworthy Architectures

ïMultilevel Security

ïCyber Security Game

ïHardware Security
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Trusted Computing Exemplar Project



28

Address Subversion - Limit Opportunity

ÅNeed lifecycle assurance

ïHigh assurance

ïProtection via rigorous security engineering

ÅNo unspecified functionality

ÅUse of formal verification techniques

ïWhen Applied in MLS Context:

ÅBound information flow 

ïPrevents Trojan Horse damage

ÅUses formal models 

ïSupports implementation assessment
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