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Abstract: During the Second World War, telegraph operators were identified
by their “fist”, or unique pattern of on-off tones resulting from individual
characteristics of the sender. Today, with vastly increased sensing capabilities,
human and device behavior emanate throughout both military and civilian
communications. Temporal behavior is especially pervasive; under the
assumption of strong encryption, the time a message transmits is generally
public-facing, and in aggregate form, timestamps can reveal both the message

L0 contents and the identity of the sender. In this talk, I will discuss the security
A and privacy implications of emanating behavior and elaborate on the main
g‘& principles that underlie the above phenomena. I will focus on two applications
g,:? ‘ that leverage keystroke timestamps: text recovery, exploiting consistencies in
wf‘f.efi user typing behavior, and host identification, exploiting device-level differences
.4’14 in the way I/O interrupts are handled. Finally, I will describe the quantitative
G it security/usability tradeoff that must be addressed in order to mitigate these
k 453 threats.
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