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S Integrated Project Tasking

* Develop a Joint Systems concept to produce
a coherent vision of unmanned vehicles

e Design a Command and Control (C2)
architecture considering potential technology
gaps and determine a more streamlined
architecture with gap fillers
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This is a brief and current breakdown of the integrated project tasking statement.

“Develop a Joint Systems concept and supporting architecture that supports the integration and utilization of Unmanned Vehicles into the Navy Fleet Structure, focused on (NECC) missions.  Consider current and evolving unmanned technologies to develop a complete architecture that is flexible to emerging unmanned technologies.  
Design a Command and Control (C2) architecture with a possible common control system.  Reassess the current utilization of manned and unmanned vehicles in seeking a reduction in architectural complexity, and determine alternative uses of those resources.  
Considering potential technology gaps, determine a more streamlined architecture with gap fillers.  Focus on the development of a system of systems and family of systems in support of the NECC enterprise.  Consider focused mission areas per platform to concentrate mission tasking, promote specialization of manning, and shrink force structure.  Iterate the task nature, as approved by your primary faculty advisor, Prof. Langford.” 
Produce a coherent vision of unmanned vehicles in support of NECC tasks and identify the requirements for supporting or collaborating forces
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<conceptual logic of a systems where manned and unmanned systems work together>

<Move to conceptual way forward section> 

<C2 capability gap  as well Common picture and common interface gaps>

The circles are the SCOPE of the project
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This architecture aims to provide Command and Control to enable integration 
of manned and unmanned systems into joint force.

In 2030, there will be great mix of manned and unmanned units in the battlespace [click]
They will cooperate in nearly all operations, in all domains. [click]
In order to work together, they will need to operate within a collaboration network that has high computing power.
[click]
What strengthens the communication capability would be a cross medium broadcast capability, allowing information to flow between units that currently are not operationally capable of sharing data. 
[click]
The unmanned vehicles working together in this architecture will have a self appointed master, which can be any of the vehicles, and is not based on any set prioritization of a single vehicle. 
[click]
The capability of a group of unmanned vehicles to have any single one become the self appointed master is that the loss of a system can be overcome by the capability to be self-forming / self-healing. 
[click]
This strengthens or enables the capability to enhance self-protection, for example, to a HVU. 
[click]
It also offers the opportunity to deploy unmanned vehicles to use swarm behavior. END OF ANIMATIONS.


==============================================

Capabilities Supported:

Self-Protection

Cross-medium Rebroadcast

Self-forming/ Self-Healing Network

Swarm Behavior

Sensor/Platform Diversity

Different levels of Autonomy/Artificial Intelligence

Renewable & Sustainable Energy

High Computing Power & Storage Capacity
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orowoue:—— HUmMan and Machine Comparison
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HUMAN EXPERTISE MACHINE EXPERTISE
The Good News: The Bad News:
Creative Uninspired
Adaptive Needs to be Told
Sensory Experience Symbolic Input
Broad Focus Narrow Focus
A Commonsense Knowledge Technical Knowledge
& | The Bad Nens: The Good News:
bt Perishable Permanent
Difficult to Transfer Easy to Transfer
Difficult to Document Easy to Document
- Unpredictable Consistent
'_ Expensive Affordable
1

e
6
h Source: Canning, John S. “A Definitive Work on Factors tmﬁ@,c\iii‘nsgﬁpﬁ Arming of Unmanned Vehicles” NSWC Dahigren
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seioot—— Autonomous Levels for Unmanned Systems

Reference: National Institute of Standards and Technology

* mid level HRI

* mid complexity, multi-
functional missions

* moderate environment

4 5 6

Medium High
Remote Autonomy Level Full, intelligent
control < WWW.NPS EDU > autonomy
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Functional Architecture

0Manage UV Operations

WWW.NPS.EDU

1Provide C2 1.1 Observe 1.1.1 Monitor Situation 1.1.1.1 Monitor Internal Factors
1.1.1.2 Monitor External Factors
1.2 Orient 1.2.1 Understand Situation 1.2.1.1 Assess Friendly Capability
1.2.1.2 Assess Threat
1.2.1.3 Analyze Environment
1.2.2 Identify Mission Success Gap
1.3 Decide 1.3.1 Determine COA 1.3.1.1 Develop COA
1.3.1.2 Analyze COA 1.3.1.2.1 Assess Risk
1.3.1.2.2 Analyze timing
1.3.1.2.3Select COA
1.4 Act 1.4.1 Command Assets 1.4.1.1 Assign Mission
1.4.1.2 Direct UVs
1.4.1.3 Provide Resources
1.5 Share to Network
2 Collaborate 2.1 Operate in Network 2.1.1Establish Capability Interface
2.2 Manage Data 2.2.10rganize Data
2.2.2 Share Data
2.3 Collect Data
2.4 Secure Network
3 Conduct UV Operations 3.1 Operate Sensors 3.1.1Sense Environment
3.1.2 Share Raw Sensor Data
3.1.3Fuse Sensors
3.1.4 Share Sensor Picture
3.2 Operate UVs 3.2.1Formulate Tactics
3.2.2 Schedule and Allocate Tasks
3.2.3Navigate/Execute Task
3.2.4Report Position/Status
3.2.5 Assess/Report Operational Availability
8
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Teo Hong:

- We then went on to develop the Functional Architecture by performing a functional decomposition of the 3 key function.
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MNoie:
OV-2 Miniature Drones (Force Protection) e, ) .
Self-synchronizing UV drones forming 1. Self-forming: Must first determine who the
| protective shield around asset to block Master is}
kinetic attacks 2. Could ba MAMNET-style

(Mobile Adhoc Networks)

Activit
1. Process threat track from external sensor nodea{s)

2. Query threat (when threat is in dosea proximity)

3. Formulate profection plan (how big or thick “wall” should ba)
4. Broadcast plan to subordinate nodes

5. Mavigate ernvironment

LN I:I'lj:.ur'le Command Sansor
(Subordinate)
b 5
E o Activity
l&% 1 Process plan from mastier node Threat
2. ElectiTakeowver master mode functionality Track
© 3. Mawvigate environment
4, Communicata with other subordinate
o nodes (eg rebro)
'@H , 1
Fann Asoat
ﬁ‘ (to be Threat
-~ Frotected)
i 9
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Teo Hong:

 this is our Operational Node Connectivity model, we decided to focus on 2 specific operations. they are 1. Force Protection and 2. Reconnaissance.

This slide detailed the use of self-synchronizing UV drones to protect High Value Units.

for this particular operations, upon the detection of the threat by the sensors, the Master Drone will be notified and it shall process the threat, formulate protection plan and command its subordinates for subsequent actions.
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Teo Hong:

This slide shows our C2 Information Exchange Model.

This model shows the information exchanged between UV, Manned Systems and the HQ.

We can see HQ providing command, payload control as well as feeding recognized picture, top-down.

Within the UV network, the UV with the least amount of constraints will be Conditionally Self-Appointed to be the Master of the network.

The Manned and Unmanned platform provide each other with their respective sensor feed while providing the necessary information, request and report, bottom-up to the HQ. I will be covering the details of the information exchange, such as type of information, high or low bandwidth, their required information assurance features in the next few slides.
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Category Info Type
Sensor EO/Video Camera
Feed
Radar
SAR/ISAR
Gamma Radiation
Terra-Hertz
IFF
Sonar
Telemetry On-board
Instrumentation
Report BIT Status
Al Decision
Feedback
Request Execution

Data Type Band-

width
Video (Live) High
Data (Tracks) Low
Image Mid
Image Mid
Image Mid
Data (Tracks) Low
Data (Tracks) Low
Audio Mid
Data Low
Data Low
Data Low
Data Low

WWW.NPS.EDLU

Timeliness

Milliseconds

Seconds
Minutes

Minutes

Minutes
Seconds

Seconds
Milliseconds
Variable

Minutes

Minutes

Seconds

Triggering
Events
- Algorithm
- Operator
- Time
As above
As above

As above

As above
As above

As above

As above

As above

As above

- Algorithm

oswou:MaNNed System/UV (Master) to HOQ

Optional — C

CIA

IA
Optional —

CIA

11
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Teo Hong:

This slide shows the type of information that needs to be sent from the Manned System and/or the Master UV drone, to the HQ.

CIA stands for Confidentiality, Integrity & Availability .
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Teo Hong:

Next, I will move on to our Operational Activity Model.

First, let’s look at Force Protection, this model shows the activities where the UV received tasking order from HQ via the collaboration net, formulate course of actions using information received from sensors and execute it mission.

On the left, the sensor feed exchanges shows the interaction between the Manned and Unmanned Systems.
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Teo Hong:

- Following our brief in IPR2, the C2 Architecture Task Force continued their work and developed a High Level Conceptual System View.
�- A layered approach for building the system is been proposed here, the five layers are 1. Operating Systems & COTS, 2. Security Infrastructure, 3. Service Infra, 4. Data services and 5. Enterprise Applications.

The 1st layer is mainly the operating system and the required communication stack.

Since layer 1 is mostly cots, we need layer 2, to provide security over the 1st layer.

The layer in the middle provides services such as process engine, messaging, connectors to legacy systems and directory lookup for applications to invoke. By isolating the raw communication stack from the applications, it improves portability, modularity and maintainability.

In the Data services layer, Data collected by UV or other agencies will be provided as data services through this layer. It provides a standard interface for the various disparate data forms/format. This data layer also serves the business applications to form a service-oriented framework.

The final layer on top allows custom built application to support the different environment and missions. Unlike the previous layers, Enterprise applications layer can be installed on the platform itself.
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- Combat Radius (nm) Coverage Area (nm2) Endurance (hr)

2010 2020 2030 2010 2020 2030 2010 2020 2030
RQ:aCVSVIISbaI 5400 5940 6210 0.16E+07  111E+08  1.21E+08 36 39.6 414
MQ-1
: 500 550 575 7.85E+05  9.50E+05  1.04E+06 40 44 46
Predator
Expected Endurance Increases :
Engine Cycle Only Breguet Range Equation
50 - i vV 1 L lnﬂﬂmmz
o) . —N
£ 40 M SFCPD  Weina
L 30
C
S 20 RQ-4 Global Hawk
S Q- obal Raw Fixed Platform Assumptions:
2 10 B MQ-1 Predator L
L — = constant o
0 T T T 1 D constant

2000 2010 2020 2030 2040 V,g = constant

Year

Structural/Tank mass = constant

14
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(s.isEmpty())

{ u=new UAV,
s.add(u),

M=M+1}

(i<k+1)

(Ry<fy)

Launch

{ u=s.removefFirst()

Tp = getSimTime()}

Discrete Event Model

{p=p-1}

Failure

(u)

(R,>fy)
f; 5
C
(R>Py)
(Ry>P,)
End f;
Patrol
u
(u)
{pP=P-1}

fr

v

Start
Patrol

{Tclocked += getSimTime() L TD}
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Start

Repair

{R=R+1}

{P=P+1}

Start Turn-
around

(u)

tr

End

Y Repair

u

{ u.reset( ),

s.add(u)}

End Turn-
around

(u)

15
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Event Graph used for the Discrete event model.
Implemented in Simkit.
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r-’ FOSTGRADUATS Scenario Analysis: Current Limits

Mach 4+ Anti-Ship
Missiles l

Distance

Threat Detection
Range

Y

Timeline Analysis

Reaction
Time
(10-15 sec)
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A: Detection of Enemy Missile

B: Launch of Anti Missile Missile
C: AMM intercepts Enemy Missile
D: Enemy Missile reaches target

16
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High speed missiles and short detection distances (30km from a surface warship) lead to very short and almost insufficient timelines to intercept the threat and protect High Value Units like the CVBG from being hit.
 At most 1 engagement is possible and no miss tolerated
 AMM =Anti-Missile Missile
 An engagement can take a sequence of Shoot-Shoot-Look in order to increase the odds of intercepting the inbound missile. 
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L rostomoun Extended Detection Ring
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Detection Ring
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 The extended detection ring provides early warning, allowing for an additional engagement after looking if the 1st engagement is successful, and hence a higher chance of intercepting the threat
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o~ Solution Analysis
Coverage Overlap C2 Architecture enables a
— (1-4 sec) group of UAVs to collaborate
l¢ and fly together

Questions for Analysis:
1) What is the number of aerial
picket stations required?

%& m’ 2) Size of UAV fleet required,

(30+10 km) given logistic constraints.
\
. ; ; \
Platform: Mld-AItltude UAVs Moy _ | |
S Sensor: Side-scan Doppler =X Primary Considerations:

Radar | - Endurance
|

4l - Platform / Sensor mission
s critical failures

K - Radar Range
, ! - Coverage Overlap
B
D _ 7/ WWW.NPS.EDU 18
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 2 key questions being looked at in this analysis:
Number of Aerial picket stations to provide the missile early warning screen
Size of UAV fleet required to provide this screen, taking the logistic constraints of turnaround and maintenance into consideration.

 Coverage Overlap: how much each UAV’s radar coverage will overlap its neighbors’. Indicates robustness of the detection ring.

- A range of values for the parameters Coverage Overlap and Detection Range are used, taking into account the uncertainty regarding future capabilities of the radar onboard the UAV


e Modeling and Results
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/- Number of Aerial Picket Stations modeled by
geometry

» Determination of Fleet size modeled as a
Scheduling problem with Discrete Event Simulation

* Monte Carlo simulation (1000 runs) using SimKit

J

"r , DAV 2 Flight to
e Station
g |

: ._" |
UAV 1 Flightto | Turnaround
Base + Repair

-

Variables
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 Geometric model used for determining the number of UAV stations required for the aerial picket screen
 Fleet sizing is treated as a scheduling problem and was modeled with Discrete Event Simulation
 using Simkit with 1000 runs per design point
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e Modeling and Results
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-
* A baseline fleet size of 21 UAVSs is required

» A conservative estimate is 35 UAVS

Variation of Fleet Size with Detection Fleet Size
Range and Coverage Overlap

Detection Range (km)

40.0 20 30 40

30.0

Fleet Size 20.0
10.0 4 30 21 18

0.0
20 2 Coverage 31 22 18

Detection Rangey, O\(/:ercl;:lp
(km)

40 35 24 19

20
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 A Conservative estimate of 35 uavs (for poor radar performance, ie shorter range and slower classification) are required in the fleet for maintaining this screen.
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FOSTGRADUATE Estimation of BW requirement
Sensor | Missile  Estimated number of units
N Detection supportable per datalink net:
zone 4 ‘%;,

- n< Capacity reserved for sensor data transmission
2x M x Datarate demand per unit per track detected

<

C, (bit/s)
2xM ><8(bit/ byte)x D(byte/track)xT (track /s)

*D: Average data size per track (bytes/track)
T: Track update rate (tracks/second/target)
C,,: System throughput capacity (coded)
reserved for Link-16 sensor feed format
(bits/sec)

*M: Max number of concurrent missile attacks
expected

* Number of datalink nets required:

e

21
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The estimated number of concurrent sensor feed sessions per datalink net is limited to n.
Elaborate on overlap area result in the factor (2) at the denominator
Highlight that n depends on the factors M, T and D. 
To increase n, we may wish to trade-off T and M.
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Two-tier relay network

« NETO

e Tactical Datalink; or

« BLOS Comms (e.g. SATCOM)

22
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To provide range extension, two tier relay concept (Tree-topology) is more elegant than to increase power (bruteforce). 
Try to keep this within 2 hops over wireless if possible to minimize jitter (bad for high tempo tactical collaboration such as tracking a MACH4 missile).
Net0 forms the wide-area backbone network to bridge access networks to C2 centre.
If BLOS range is required, SATCOM offers an alternative choice.
SATCOM latency (0.3ms) will not impact on the effectiveness of this operation. Why? Because extended range bought us extended reaction time. 
Latency is critical for targeting sensor-feed application to collaborate with our AMM in killing the ASCM.
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i E E
Fade Margin = N_b — N_b Pb (QPSK)
0 received 0 min 1.00E-01 0 5 10 15
o0ter —row

[%} — S [ka _ L F)t'Gt'Gr ka g 1.00E-04
T ] T § 1.00E-05
0 received Sys channel I—sys Sys é 1.00E-06
2 g 1:005708
_[4xfR o
channel C oot

. 1.00E-12 E/Nom S

Assumptions

* RF carrier frequency, f. = 1215MHz. (Link-16 Max frequency for UHF-LOS band)
=+ Receiver system noise temperature of, Ty, = 410K;
~+' « Channel Bit-rate, R, = 2400bps;
-« Omni directional antennas with gain, G, G, = 1dBi;
*  Transmitter Power, P, = 10W, 20W, 50W, 100W
« Digital Signal-to-Noise ratio (assume QPSK @ BER <107), E,/Ng i, = 10dB (See Figure 2);
*  Other system losses, L, = 3dB;
Channel Loss Model: Free space path loss model;
» Boltzmann Constant, k = 1.38x10-23Joules
«  Speed of Light, ¢ = 3x108m/s 23
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Link budget was done to estimate the range of UHF-LOS link for Link 16 using different power amplifier ratings.
The figure-of-merit here is the Fade Margin, which represents the excess RF energy available at the receiver above the minimum required threshold level.
The threshold was determined based on a required Prob of bit error (BER) performance of 1e-5.
 The values in red are assumed numbers and may vary from system to system.



ST Range Assessment

\/  SCHOOL

Fade Margin (dB) Vs Range (km)

60.00
Fade Margin is based on E. /N, level above
. threshold level to achieve BER < 10 for
>0.00 7> QPSK modulation
> . - -
93 40.00 A higher fade margin value caters for more
- reliable datalink under environment which
o attenuates signal propagation
E 30.00
=
5
. S 20.00
¢ L —Pt=10W |
1000 | PE2OW |
...... Pt=50W :
- = Pt=100W |
0.00 ‘ ‘ ‘ ‘ ! ‘ ‘ ‘ ‘
0 20 40 60 80 100 120 140 160 180 200

Distance (km)

24
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-Here are the results of link budget, different plot represents different power amplifier rating.
-At range of 100km, we have relatively good fade margin available >10dB in signal strength over threshold.
- <Hand-over to next presenter>
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