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Network‐Centric Infrastructure Systems

• A mix of human and automated system operators to remotely 
monitor, manage, and control the physical world 

• via the Internet and related communication systems 

• These systems support the operation and management of 
modern society’s most vital functions 
– delivery of economic goods and services
– business processes
– global financial markets
– education
– health care
– government services



The GOOD

Network technology (interpreted broadly) has been wildly 
successful…

… yielding a “networked planet” for energy, food, information, 
goods and materials,…

Network technology has been too successful…

… yielding a “networked planet” for good and bad…

… and creating vulnerabilities due to our dependence.

The BAD

“Network centric technologies”

Largely deliver what we design them to do.

But fail because they create new problems that we did not 
expect.

The UGLY



• Robust yet fragile

• Architecture: “constraints that deconstrain”

• Importance of organized complexity 

(and its absence in mainstream network science)

Main point of this talk: 

these concepts are fundamental to the application 
of complexity science to network‐centric 
infrastructures and other highly organized systems

Complexity and Robustness: Key Concepts



Robustness

Robustness to different kinds of perturbations:
Reliability component failures
Efficiency  resource scarcity
Scalability  changes in size and complexity of the 

system as a whole
Modularity  structured component rearrangements

Evolvability lineages to possibly large changes over 
long time scales

Def:  A [property] of [a system] is robust if it is 
[invariant] for [a set of perturbations]



Strategies for Creating System Robustness

1. Improve robustness of individual components
2. Functional redundancy: components or subsystems
3. Sensors that trigger human intervention

– Monitor system performance
– Detect individual component wear
– Indentify external threats

4. Automated control
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• The same mechanisms responsible for 
robustness to most perturbations

• allows possible extreme fragilities to others
• Usually involving hijacking the robustness 

mechanism in some way

Complexity – Robustness Spiral



[a system] can have
[a property] robust for 
[a set of perturbations]

Robust

Fragile

Robust Yet Fragile (RYF)

Yet be fragile for
[a different property] 
Or [a different perturbation]

Proposition :  
The RYF tradeoff is a hard limit 
that cannot be overcome.



Robust Yet Fragile
Human complexity

☺ Efficient, flexible metabolism
☺ Complex development and
☺ Immune systems
☺ Regeneration & renewal 
� Complex societies
á Advanced technologies

/ Obesity and diabetes
/ Rich microbe ecosystem 
/ Inflammation, Auto-Im.
/ Cancer
1 Epidemics, war, …
0Catastrophic failures

• Evolved mechanisms for robustness allow for, even facilitate,
novel, severe fragilities elsewhere

• often involving hijacking/exploiting the same mechanism

• Science deals poorly or not at all with this challenge.

Courtesy: John Doyle



Main Challenge: Managing Complexity
• Designers and operators of the next‐generation net‐centric 

infrastructures need to understand and manage the growing 
complexity of these systems. 

We know: 

how to design, mass produce, and deploy net‐centric devices 

Not so easy: 

predict or control their collective behavior once deployed

When things fail… 

they often do so cryptically and catastrophically. 



Managing complexity: the role of architecture

• Persistent, ubiquitous, global features of organization

• Constrains what is possible for good or bad

• Gerhart & Kirschner: “constraints that deconstrain”

Studying architecture

• Most often: instantiations of specific architectures

Internet, biology, energy, manufacturing, 
transportation, water, food, waste, law, etc

• Here, as an abstraction…



Component
constraints

System‐level
constraints

Protocol‐Based
Architecture

“design space”

a constraint‐based view of architecture

“Hard Limits”

Fundamental assumption: complex networks (that we care about) 
are the result of design (either evolution or engineering)



Component
constraints

System‐level
constraints

a constraint‐based view of architecture

Constraints on the 
system as a whole 
(e.g., functional 
requirements)

Constraints on 
individual components
(e.g., physical, energy, 

information)



• Hard limits on system characteristics
• implied by the intersection of component 

and system constraints
• Most interesting when they do not follow 

trivially from the other constraints
• Examples:

– Entropy/2nd law in thermodynamics
– Channel capacity theorems in information 

theory
– Bode integral and related limits in control 

theory
– Undecidability, NP-hardness, etc in 

computational complexity theory
– Robust Yet Fragile?

“Hard Limits”



• Emphasis on protocols 
(persistent rules of interaction) 
over modules
(that obey protocols and can change)

• In reverse engineering,
• figure out what rules are being followed
• and how they govern system features or 

behavior

• In forward engineering, 
• specify protocols that insure such system 

behavior 

Protocol‐Based
Architecture



Component
constraints

System‐level
constraints

“design space”

Robust 
yet 
fragile

Constraints 
that  

deconstrain

a constraint‐based view of architecture

“Hard Limits” Protocol‐Based
Architecture



“By definition, complex networks are networks with more 
complex architectures than classical random graphs with
their ‘simple’ Poissonian distributions of connections. The
great majority of real‐world networks... are complex ones.
The complex organization of these nets typically implies a
skewed distribution of connections with many hubs, strong
inhomogeneity, and high clustering, as well as nontrivial
temporal evolution. These architectures are quite compact...,
infinitely dimensional small worlds.”

In mainstream network science:
architecture = graph topology



Understanding “complexity”

• Aim: simple but universal taxonomy 

• Widely divergent starting points from math, biology, 

technology, physics, etc, 

• Can organize into a coherent and consistent picture

• Starting point: Warren Weaver (1948)

Good news:
Spectacular progress

Bad news:
• Persistent errors and confusion
• Potentially insurmountable obstacles?
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“problems of simplicity” 
(Weaver 1948)

example: billiard balls
• classical dynamics provide exact 

descriptions of a small number of 
balls interacting on a table

Weaver, W. 1948. Science and complexity. American Scientist 36 536-544. Also available electronically from 
http://www.ceptualinstitute.com/genre/weaver/weaver-1947b.htm.
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“disorganized complexity” (Weaver 1948)

• “The methods of statistical mechanics are valid only when 
the balls are distributed, in their positions and motions, in 
a helter‐skelter, that is to say a disorganized, way.”

• “The physical scientists, with the mathematicians often in 
the vanguard, developed powerful techniques of probability 
theory and of statistical mechanics to deal with what may be 
called problems of disorganized complexity.”
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“organized complexity” (Weaver 1948)
• “For example, the statistical methods would not apply if someone were 

to arrange the balls in a row parallel to one side rail of the table, and 
then start them all moving in precisely parallel paths perpendicular to 
the row in which they stand. Then the balls would never collide with each 
other nor with two of the rails, and one would not have a situation of 
disorganized complexity."

Systems exhibiting organized complexity:
• biological systems (Weaver)
• ecosystems
• economies
• social systems
• advanced technologies (e.g., the Internet)



A deeper notion of complexity

Reductionist science: Reduce the apparent complexity of the 
world directly to an underlying simplicity.
– What is “small” or “large” changes over time
– Weaver’s notion of size is insufficient

• Physics has always epitomized this approach
• Molecular biology has successfully mimicked physics

Weaver’s taxonomy (simplicity – disorganized – organized) 
does not capture key features of network science… 

• How it is currently practiced
• What we need for network centric infrastructures
…but we can build on it!



Two dimensions of complexity

Small
models

Large
models

Robust 
behavior

Fragile 
behavior

1. Small vs large descriptions or models of systems

2. Robust vs fragile behavior in response to perturbations in 
descriptions, components, or the environment.



Small
models

Large
models

Robust
S���������

Fragile

Simple questions:
• Small models

• Elegant experiments

• Elegant theorems

Simple answers:
• Simple outcomes

• Robust, predictable

• Short proofs

Examples: pendulum as simple harmonic oscillator, 
simple RLC circuits, gravitational 2‐body problem, 
simple Boolean logic circuits



Small Large
Robust
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Fragile

Simple questions:
• Elegant experiments

• Small models

• Elegant theorems

Simple answers:
• Simple outcomes

• Robust, predictable

• Short proofs

• Godel: Incompleteness, Turing: Undecidability
• Even simple questions can be “complex” and fragile
• Profoundly affected mathematics and computation
• We will call this “chaocritical complexity”

chaocritical



1960s‐Present: “Chaocritical complexity”

Simple questions:
• Simple models

• Elegant theorems

• Elegant experiments

Features that arise from 
dis‐organization:

• Unpredictabity

• Chaos, fractals

• Critical phase transitions

• Self‐similarity

• Universality

• Pattern formation 

• Edge‐of‐chaos

• Order for free

• Self‐organized criticality

• Scale‐free networks

Dominates today’s 
scientific thinking 
about complexity
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“chaocritical” 
complexity

• Simple question
• Undecidable

• No short proof
• Chaos
• Fractals

Mandelbrot



• Small and Large apply to the description of experiments, 
theorems, models, systems

• Bio and tech systems have enormously long and complex 
descriptions, yet extraordinarily robust behaviors

• Indeed, robustness drives their complexity, and more fragile 
systems could be much simpler

Small Large
Robust/Short

S���������

Fragile/Long chaocritical

Simple questions:
• Elegant experiments
• Small models
• Elegant theorems

Simple answers:
• Simple outcomes
• Robust, predictable
• Short proofs

Organized

• Revisiting Weaver’s notion of 
organized complexity

• Completely different theory 
and technology from 
chaocritical



Cruise 
control

Electronic ignition

Temperature control

Electronic fuel injection

Anti-lock brakes

Electronic 
transmission

Electric power 
steering (PAS)

Air bags

Active 
suspension

EGR control

Organized



Making Sense of 
Network Science

chaocritical complexity and Organized complexity are 
opposites, but can be viewed in this unified framework

• chaocritical complexity celebrates fragility
• Organized seeks to manage robustness/fragility 

These two views are opposite in many respects

A source of considerable confusion…

Small Large
Robust

S���������

Organized

Fragile chaocritical



Organized Complexity Chaocritical Complexity
Primitives structured networks random ensembles

Function domain-specific system performance statistical properties of ensemble

Components extremely heterogeneous, diverse largely homogeneous

Architecture protocols, constraints that deconstrain graph topology,  connectivity

Descriptions Complex, multi-scale, scale-rich Simple, self-similar, scale-free

Environment Complex, uncertain, random and/or adversarial Simple, random

Uncertainty Large, in both environment and components Minimal, in components or environment

Assembly evolution, design, architecture random growth, “self-organization”

Tuning High, via constraints, protocols, interfaces Minimal, via an order parameter

Simulation Inconclusive (counterexamples, not proofs) Usually conclusive

“Not Random” far from random, highly organized, structured random but skewed, clustered

Proofs Essential, emphasis on rigor Secondary

Robust To common perturbations, targeted attacks random rewiring

Fragile To random rewiring, rare or novel perturbations initial conditions, attack, perturbations

RYF Primary, due to designed/evolved tradeoffs secondary

mainstream network science



For decades, we tacitly assumed that the components of such complex systems as the cell, the
society, or the Internet are randomly wired together. In the past decade, an avalanche of research
has shown that many real networks, independent of their age, function, and scope, converge to
similar architectures, a universality that allowed researchers from different disciplines to embrace
network theory as a common paradigm. The decade-old discovery of scale-free networks was one of
those events that had helped catalyze the emergence of network science, a new research field with
its distinct set of challenges and accomplishments.

24 JULY 2009 VOL 325 SCIENCE www.sciencemag.org



• Notices of the AMS
May 2009

• See Also:
The “Robust Yet 
Fragile” Internet,
PNAS 2005.



Small Large
Robust

S���������

Organized

Fragile chaocritical Irreducible

Irreducible Complexity
Biology: We might accumulate more complete parts 
lists but never “understand” how it all works.

Technology: We might build increasingly complex and 
incomprehensible systems which will eventually fail 
completely yet cryptically.

How to focus on “good” RYF tradeoffs…?
Architecture.
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